SECTION IV: ANNEX E.- Brigade COMSEC SOP
SECTION IV: ANNEX E. – Brigade COMSEC SOP

AFVA-3B-SIGO (100-SOP)                                                                             


 12 January 1999

MEMORANDUM FOR ALL CONCERNED

SUBJECT:  3d “Greywolf” Brigade Communication Security (COMSEC) External Standing Operating Procedures 

1.  PURPOSE.  To provide hand receipt holders guidance, operating procedures and methods to safeguard all COMSEC material.

2.  RESPONSIBILITY.  The commander’s responsibility is to ensure that these procedures are adhered to and that all actions are completed in a timely manner.  Each individual with COMSEC material is responsible for ensuring the material is properly accounted for, controlled, safeguarded and destroyed.

3.  SCOPE.  Anyone requiring access to COMSEC material/equipment controlled by COMSEC account 5C4028-E39 must follow this SOP.

4.  APPLICABILITY.  This applies to Hand Receipt Holders and their alternates/clerks who have a need to know, hold, or use COMSEC material/equipment.

5.  DISTRIBUTION AND TRAINING.  All hand receipt holders and custodians/alternates are required to read and comply with this SOP.  Hand receipt holders who are authorized to sub-hand receipt COMSEC material must ensure users are trained and familiar with the procedures of this.  Custodians must ensure their hand receipt holders are trained and familiar with proper COMSEC procedures.

6.  CLEARING BRIGADE PRIOR TO DEPARTURE:  


a.  All hand receipt holders of COMSEC material from COMSEC account 5C4028-E39 will clear their hand receipts before leaving the assigned section/unit.


b.  Custodians must have a new custodian appointed, conduct a change of custodian inventory and receive relief of accountability before their departure.

7.  DEFINITIONS.


a.  Definitions of terms used in this are found in TB 380-41.


b.  A "DAY" for the purposes of destruction and reporting requirements, is defined as a calendar day.  If the suspense day falls on a weekend or holiday, reports will be submitted at the start of the following duty day.  The prescribed schedule for the destruction of COMSEC material must be adhered to.


c.  The caveat CRYPTO is a marking or designator identifying all COMSEC key material that secures or authenticates communications carrying national security or national security-related information.


d.  Accountable COMSEC material is any equipment, accessory, publication or keying material that is reportable through the COMSEC Material Control System (CMCS).


e.  Controlled Cryptographic Items (CCI) are unclassified equipment and components that are SENSITIVE Property Book items (CIIC 9) and are controlled as such.


f.  A COMSEC Facility is a storage area, GSA approved security container or operational facility that meets regulatory requirements for the storage and use of COMSEC material.


g.  Keytape is a paper or mylar tape that is produced by the National Security Agency (NSA) and loaded into equipment and components to provide secure communications capabilities.  Each keytape is uniquely identified by short title, edition and registration number (serial number).


h.  Controlling Authority (CONAUTH) is the commander of the organization responsible for directing the establishment and operation of a CRYPTO net.  The COMSEC Officer or Custodian acts on behalf of the CONAUTH.


i.  Operations Codes (OPSCODES) are NSA produced CRYPTO code books for manual encryption of classified or sensitive transmission over non-secure means.


j.  Authentication Tables are NSA produced books that provide defense against unauthorized entry into a communication net.  They are used to establish the authenticity of stations, communicators and communications.

8.  USE OF THIS SOP
a.  All hand receipt holders that receive COMSEC support from this account will use the

applicable sections of this during their normal operations.


b.  This SOP supersedes all previous 3d BRIGADE COMSEC ACCOUNT External SOPs.

9.  LOCATION.


a.  COMSEC account 5C4028-E39 is located in Building 31012, Signal Officer’s Office , on 72d and Battalion Ave., Fort Hood, Texas 76544.


b.  Mailing address is:

Commander

3d Brigade, 1st CAV DIV

ATTN: AFVA-3B-SIGO/COMSEC ACCOUNT 5C4028-E39

FORT HOOD, TX 76544

c.  Phone numbers for COMSEC Account 5C4028-E39 are:

Comm (254) 288-2867 (Custodian)

(DSN prefix is 738)

10.  RESOLUTIONS OF CONFLICTS.  Resolve conflicts between the provisions of this and existing directives as follows:


a.  Provisions of this SOP which are more stringent than existing directives will take precedence.  If these provisions create an undue burden on a unit's operational effectiveness and alternate measures can be adopted which provide the same degree of control and security, the unit must request an exemption from the SIGO (COMMANDER, 3d BRIGADE, ATTN: AFVA-3B-SIGO, FORT HOOD, TX 76544).  Request for exemption must:



(1)  Cite the specific provisions of this  and explain the impact.



(2)  Describe the alternate measure(s) proposed.


b.  Provisions of these which are less stringent than existing directives will be resolved in favor of the existing directive.  Unit COMSEC Custodians are encouraged to bring the matter to the attention of 3d Brigade SIGO, since an exception may have been previously promulgated by a message or publication not available to the custodian.

11.  PROPONENT.  The COMSEC custodian of COMSEC account 5C4028-E39 is the proponent for this SOP.  Users are encouraged to submit recommendations for improvements of this to the 3d Brigade Signal Officer.  Direct communication of routine accounting actions between subaccounts and DCMO is encouraged.  All other communication (i.e. other problems and decisions requiring action) will be directed through Command Channels.

Encl                                              
(First Mi. Last)
                                                     
Rank, Branch
                                                     
Commanding
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1-1.  OBJECTIVE:


a.  To provide guidance to 3d Brigade users, hand receipt holders and subaccounts, on operating procedures and safeguarding all COMSEC material/equipment and electronic key.


b.  To provide the procedures and requirements to prevent the loss or compromise of COMSEC material, for garrison, combat ready environment, or combat training/maneuver environment.  


c.  This is directive in nature and will be adhered to by all who require access to COMSEC material, electronic key and COMSEC equipment controlled by this account.


d.  Constructive suggestions for changes to this SOP are encouraged.

1-2.  GENERAL:


a.  Responsibility for safeguarding COMSEC material rests with the individual in possession of the material, regardless of the circumstances.  


b.  No restrictions are imposed on external viewing of cryptographic equipment or other exposures where no opportunity for use, tampering, viewing of CRYPTO variables or extended internal examination exist;  however, PHOTOGRAPHS, DRAWINGS OR DESCRIPTIVE INFORMATION FOR PRESS RELEASE OR PRIVATE USE ARE PROHIBITED.

1-3.  ACCESS REQUIREMENTS:  


a.  Access to classified or unclassified COMSEC information will be limited to those individuals whose official duties require a NEED-TO-KNOW such information.  No individual is entitled to COMSEC information solely because of his office, rank or security clearance.  Before allowing access to COMSEC information you must ensure that the individual has a valid security clearance equal to or higher than the classification of the information and a valid need-to-know.  (All unclassified CRYPTO COMSEC information is handled as "FOR OFFICIAL USE ONLY")

2-1.  APPLICABILITY.  This section applies to all individuals that hand receipt for COMSEC material from 3rd Brigade or subaccounts.

2-2. AUTHORIZATION.


a.  Personnel who hand receipt COMSEC material/equipment, electronic key and CRYPTO marked key must be authorized by their commander, in writing, before signing for material.


b. The following items will be included on the authorization memo:



(1)  Material authorized to receipt for.



(2)  E-mail address for custodian and SIGO.  (See Annex for example)


c.  Upon appointment and signing a statement of understanding the individual will be authorized to sign for COMSEC material/equipment and electronic key.  A copy of the commander’s authorization and statement of understanding will be maintained by 3d Brigade Sigo.

2-3.  SELECTION OF HAND RECEIPT HOLDERS:


a.  Individuals selected as a COMSEC hand receipt holder will meet the following criteria:



(1)  Must possess a final security clearance and is authorized access equal to or higher than the material they are to receive.



(2)  Must have 9 months retainability in the unit (i.e. not on assignment orders, not pending separation from the Army.)



(3) Must have knowledge of COMSEC procedures as defined by this SOP, current ARs, TBs, and DOD/DA regulations and directives.  Completion of the TRADOC approved Standardized COMSEC Custodian Course (SCCC) is preferred, but not required.


b.  They should become familiar with:

(1)  Zeroizing procedures of fill devices and equipment.



(2)  Safeguarding and record-keeping of COMSEC key and equipment.



(3)  Maintenance of the equipment.


c.  All personnel designated as Hand Receipt Holders will complete the Hand Receipt Holder Responsibilities briefing statement (See Annex C page C-1).  A copy of the briefing will be given to the Hand Receipt Holder and the original will be kept on file.  COMSEC material will not be given out until a signed copy of the briefing statement is on file.

2-4.  CHANGE OF HAND RECEIPT HOLDERS:


a.  Hand receipts must be cleared/changed to another individual if the hand receipt holder will be absent for more than 45 consecutive days.  The hand receipt holder must coordinate with the Commander to appoint a new hand receipt holder.


b.  The COMSEC Hand Receipt Holder will complete the following actions at least 30 days prior to departure:



(1)  A new COMSEC hand receipt holder will be appointed.



(2)  The INCOMING and OUTGOING hand receipt holders will conduct a joint inventory of all COMSEC material which belongs to the outgoing hand receipt holder, then report to 3d Brigade for action.  Any discrepancies will be immediately resolved or brought to the attention of the DCMO COMSEC Custodian.



(3)  The INCOMING and OUTGOING hand receipt holders will verify the presence of all ALC 3 and 4 material, and make a record of this joint inventory using either an SF 153 or DA Form 3964. 


c.  The 3d Brigade SIGO will:



(1)  Have the new COMSEC hand receipt holder complete a COMSEC Hand Receipt Holder Responsibilities statement.



(2)  Clear the OUTGOING hand receipt holder's SF 153s and relieve him of responsibility.



(3)  Prepare a new SF-153 for the INCOMING Hand Receipt Holder.  The INCOMING Hand Receipt Holder will verify the accuracy of all the material listed on the SF-153 before signing the report.  The original SF-153 will be kept on file and a copy given to the INCOMING Hand Receipt Holder.


d.  If an outgoing hand receipt holder leaves before accomplishing the proper actions, he/she will:



(1)  Be held responsible for any and all COMSEC material on the hand receipt.



(2)  Be subject to disciplinary action under the provisions of UCMJ.


e.  It is in the best interest of the outgoing hand receipt holder to have a replacement appointed before he/she leaves.

2-5.  ACCOUNTABILITY.


a.  Issue all COMSEC material/equipment on a COMSEC Material Report, SF 153.


b.  The DCMO will hand receipt all COMSEC material/equipment directly to the authorized individual.  The hand receipt holder will not sub-hand receipt the material/equipment without approval from the DCMO COMSEC custodian.  The hand receipt holder is responsible for maintaining all items.


c.  Do not exchange or laterally hand receipt COMSEC material from DCMO without authorization from the DCMO COMSEC custodian.


d.  The responsibility for safeguarding COMSEC equipment or COMSEC key rests with the individual in possession of the material.


e.  COMSEC Hand Receipts will be maintained with the COMSEC material.

2-6.  PRIOR NOTIFICATION.  


a.  Hand Receipt Holders must notify 3d Brigade Signal Office a minimum of 24 hours in advance to arrange pick up of material.


b.  The request will identify the specific circuit and the short title required.  If this is a new circuit, follow the procedures below:



(1)  Submit a memorandum to this account requesting the establishment of a cryptonet.



(2)  Ensure you allow a minimum of 120 days lead time for receipt of the new keying material.  (This is a National Security Agency (NSA) requirement)



(3)  Upon receipt of this request, this account will contact you and work with you on a one-on-one basis if needed.

2-7.  PICKING UP MATERIAL.  When you arrive to pick up your material check the following:


a.  Is the SF 153 completed correctly?  Check “to” address, short title(s), quantity and serial number.


b.  Is the material complete?  Any signs of tampering or missing pages/segments?


c.  Sign and date the SF 153.  (Remember, once you sign the SF 153, you are accepting full responsibility for all the material listed.)


d.  Make sure you get a copy of the SF 153 and destruction certificates if the material requires them.


e.  When receiving Top Secret material two properly cleared individuals must sign for the material.

2-8.  DESTRUCTION.  Destroy keytape segments as soon as possible after supersession but not later than 12 hours after supersession.  Complete the COMSEC Material Disposition Record (DA Form 5941-R) IAW TB 380-41 para. 4.11.2, page 4-26.  Ensure that superseded key stored in common fill devices is zeroized.


a.  The destruction official and witnessing individual must have a clearance equal to or higher than the material being destroyed.


b.  In order to clear the hand receipt, the properly completed destruction certificate(s) (and empty canister(s) when operationally feasible) must be returned to DCMO.


c.  Failure to properly complete the destruction certificate or to return the destruction certificate when required, will result in a reportable incident.


d.  Hand Receipt Holders are not authorized to destroy empty key tape canister.

2-9.  Sub-Hand Receipts.  Hand Receipt Holders are not authorized to further hand receipt COMSEC material without approval from 3d Brigade.  If authorization is given:


a.  Verify the users requirement and security clearance.

b.  Prepare hand receipts (i.e. SF 153 or DA Form 3964).


c.  Top Secret material must be sign for by two people and properly stored.

2-10.  RETURN OF MATERIAL.


a.  Returned material or destruction documents will be compared with the hand receipt holder’s SF 153.


b.  If a destruction certificate is returned instead of the material, each segment must be accounted for.  Any segment removed from the canister must be reflected on the destruction certificate with the proper dates and signatures.


c.  If everything is accounted for, the original SF 153 will be returned to the hand receipt holder.


d.  If there is a discrepancy and the material can not be accounted for, an incident report will be submitted.

2-11.  ISSUE OF COMSEC MATERIAL.  Certain items of COMSEC material (ALC 3/4) follow a different receipting procedure.  This is used when the account does not require the material or a destruction certificate returned.


a.  When picking up this type of material from this account the SF 153 will be marked "ISSUE" instead of "HAND RECEIPT".  All the other information on the SF 153 will be the same.


b.  The hand receipt holder will account for the issued material locally and properly safeguard the material while in their possession.


c.  If the material is further issued, the material can be issued on a DA Form 3964 or SF 153 after the individuals security clearance and authorization has been verified.


d.  The user must maintain a record of disposition for a minimum of 90 days after supersession.


e.  The material must be stored in a GSA approved security container when not under direct and continuous control of properly cleared personnel.


f.  Inventory requirements are the same for all key, classified or unclassified, which is marked CRYPTO.

2-12.  SOP's.  Each hand receipt holder will prepare a COMSEC SOP governing the proper handling of COMSEC material within their possession.  Prepare SOP IAW TB 380-41 para. 2-2, page 2-2/3.

2-13.  BASIC EMERGENCY PLAN FOR HAND RECEIPT HOLDERS.  Each hand receipt holder will have a Basic Emergency Plan.  Refer to TB 380-41 para 5.18, page 5-21 for emergency plan provisions and conduct documented quarterly dry runs.

2-14.  INSPECTIONS.  Each hand receipt holder is subject to being inspected by USACCSLA auditors, III Corps Command Inspector, 1st Cav DCMO and this account’s custodian.

3-1.  PHYSICAL SECURITY OF COMSEC MATERIAL.


a.  In tactical situations, COMSEC keying material, code books, filled Controlled Cryptographic Items (CCI) (devices/equipment which store classified keys and keyed COMSEC equipment) will be continuously attended by an appropriately cleared operator/guard or stored in a GSA approved security container or properly mounted.  In garrison, all fill devices/equipment and COMSEC equipment must be zeroized unless they are being used for mission requirement.


b.  If assistance is required to destroy COMSEC material, contact DCMO.  All COMSEC material must be stored in an approved security container until destroyed.  Under no circumstances will COMSEC material be stored in unattended vehicle/shelters.  Failure to comply will result in a COMSEC incident.  (Exception: Installed classified equipment within CONUS may be shipped following specific guidelines-see DCMO)


c.  Zeroize equipment/fill devices when storing and not in use.


d.  The COMSEC/CCI equipment must be installed and mounted securely within shelters to prevent damage.  All shelters must be secured with a series 5200/200 lock only.  When transporting shelters, as an additional security measure, the doors should be tagged with a tamper proof seal.  For further guidance on CCI, refer to III CORPS & FH 380-8 and DA PAM 25-380-2.


e.  Classified COMSEC equipment, when not installed in operational configuration, must be safeguarded in the same manner as other classified defense information of the same classification IAW AR 380-5.  Areas used for storage of Classified COMSEC equipment must be approved IAW AR 380-5, AR 380-40, and TB 380-41.


f.  Recommendations for security of unkeyed CCI are as follows:



(1)  When unattended, provide double barrier protection.



(2)  Equipment installed in an operational configuration must be secured with series 5200/200 lock.

g.  Keyed COMSEC/CCI equipment will not be left unattended.  Security measures required to safeguard classified defense information will be employed to prevent the loss, access to, or the unauthorized use of the keyed equipment.  A dedicated guard with a security clearance higher or equal to the keyed equipment will be utilized.  Keyed equipment may be stored with proper authorization.  Under no circumstances will keyed equipment be left unattended and installed on vehicles without employing additional safeguards IAW AR 380-5 and TB 380-41, to protect the equipment.  Units that require alert vehicles to be keyed, must address the specific security measures employed in COMSEC and Security SOPs.  They should look at the use of fill devices to reload the radios, instead of leaving equipment keyed.  Those SOPs that do not require a dedicated guard must be coordinated with the Security Manager and DCMO before implementation.

3-2.  COMSEC FACILITY APPROVALS.


a.  Hand Receipt Holders receiving COMSEC material/equipment directly from the 3d Brigade COMSEC account are required to have a COMSEC facility approval from the DCMO for storage in a non-mobile or non-transportable conveyance.  The COMSEC facility approval can be based on the proper storage of the COMSEC items in a GSA approved security container IAW AR 380-40 and TB 380-41 para 2.1, page 2-1. 


b.  A COMSEC facility approval must be obtained prior to establishment, major alteration, or relocation of a COMSEC facility.  All request will be in memorandum format and contain the information required in the above AR and TB.


c.  The approval will indicate the methods of storage for both CRYPTO marked key and classified COMSEC equipment, and NSA manuals.


d.  Request will be classified based on content.  Normally requests are unclassified, however, as a minimum, the request will be marked and handled as “FOR OFFICIAL USE ONLY”.


e.  For those who operate from both fixed and tactical facilities the COMSEC facility request must also state how COMSEC material will be safeguarded during tactical operations.  Minimum protection for a tactical facility will be a properly cleared guard and means of screening the material from unauthorized viewing when it is exposed.

NOTE:  Per DIRUSACCSLA MSG DTG 052155Z May 98, Subject: Interim Changes to TB 380-41, user HRHs who do not receive COMSEC material directly from the DCMO are not required to have COMSEC facility approval from the DCMO.  They will be briefed on proper  safeguarding, destruction, inventory and operating requirements,  and will store material only in GSA approved containers.  A record of the briefing will be kept on file and will serve as the record of  accountability and responsibility for the material issued.

3-3.  ACCESS TO COMSEC FACILITIES.


a.  Each COMSEC facility will maintain an access roster of personnel authorized unescorted access to the facility.  The roster should be limited to personnel whose duties require daily access to the facility.


b.  A security roster is not the same thing as an access roster.


c.  Entry of individuals not listed on the access roster will be recorded on the Restricted Area Visitor's Register (DA Form 1999-R).  The Restricted Area Visitor's Register must have the “Privacy Act” statement with it.  Visitors will be continually escorted by someone on the access roster while in the COMSEC facility.


d.  COMSEC facilities that are based solely on a GSA approved security container in a common use area may be granted a waiver for "RESTRICTED AREA" sign and "RESTRICTED AREA VISITOR'S REGISTER" by their commander from the requirement to sign in all personnel who require access in to the COMSEC facility IAW AR 380-40 para. 4-6.c. and TB 380-41 para. 5.2.c, page 5-6.  However, they must still maintain a DA Form 1999-R to record the names of personnel such as command inspectors, auditors, etc.  (In emergencies, the commander may waive this requirement, such as firemen or policemen.)


e.  The practice of sharing a restricted area with another unit, section or activity is not recommended and should be avoided, particularly during tactical operations.  If this practice is unavoidable, adequate control procedures will be established to minimize the number of personnel afforded access to the COMSEC material stored in the facility.  They must be properly cleared, at least to the level of the material stored.

3-4.  STORAGE OF COMSEC MATERIAL.


a.  Requirements and limitations concerning storage of COMSEC material, common fill devices and uninstalled COMSEC equipment are prescribed in AR 380-5 (for equipment only), AR 380-40 para. 2-15 and TB 380-41 para 5.7 and 5.8, pages 5-11 thru 5-14.


b.  Open storage of COMSEC key is prohibited.


c.  Open storage of other COMSEC material, classified no higher than SECRET, may be authorized by commanders holding the rank of lieutenant colonel or above, based upon their determination that the risk is acceptable IAW AR 380-40 para. 2-20.  A copy of open storage approvals must be sent to DCMO.


d.  There are items which are primary targets of thieves (e.g. money, precious metals, weapons, narcotics, night vision devices, etc.).  These items will not be stored in COMSEC facilities.  Only in an emergency, when adequate storage facilities are not available, the commander may authorize in writing an exception to this restriction.  This exception will only be temporary.

3-5.  Inventory Procedures.


a.  All COMSEC classified key and CRYPTO marked keying material will be inventoried in such a manner as to ensure the continuous protection and control of the material.  To accomplish this, each hand receipt holder will maintain a DA Form 2653-R (COMSEC Account-Daily Shift Inventory) for all classified COMSEC keying material, key marked CRYPTO and filled COMSEC/CCI equipment/fill devices held.  A DA Form 2653-R will be completed as follows:



(1)  SHORT TITLE - Enter the nomenclature and edition identifier of each item taken from the Standard Form (SF) 153 or type of equipment.



(2)  QUANTITY - Self explanatory



(3)  REG NO - Enter the serial number of the material from the SF-153 and as listed on the material/equipment.



(4)  SHIFT - Use the appropriate shift row when inventorying.



(5)  DAY OF MONTH - Select the box that intersects your shift and day of the month the inventory or action is being taken.  If the inventory count agrees with the quantity annotated for the short title and register number, place a check in the box.



(6)  MONTH - Enter the current calendar month.  (A new DA Form 2653-R must be made up for each month.)



(7)  PAGE NUMBER - Self explanatory



(8)  NUMBER OF PAGES - Self explanatory



(9)  INITIALS - Affix your initials in the block that corresponds to the correct shift and day of the month.



(10)  At the bottom enter the location of the stored material, (i.e. Safe 1, Commo Van 463, etc.) and the unit.


b.  If TOP SECRET material is listed on the inventory report, two properly cleared people must conduct the inventory in order to maintain two person integrity (TPI).


c.  Only DA Form 2653-Rs that identify the effective dates of key, will be classified CONFIDENTIAL and marked at the top and bottom of the form.  The following downgrading instructions will be placed at the lower right corner of the form:



CLASSIFIED BY:  AR 380-40



DECLASSIFY ON:  OADR


d.  Additional inventory requirements are as follows:



(1)  Keytapes/Segments will be accounted for using the keytape disposition/destruction record to ensure that segments are destroyed or physically sighted.  Verify the next-up segment in the canister window.  All accounting for keytapes/segments will take place before the responsible shift is relieved.  If a keytape/segment is misplaced, it must be recovered before the individual(s) involved leave the immediate area.  In the event the material cannot be located after a reasonable search, notify DCMO immediately.



(2)  The COMSEC/CCI Keyed equipment/fill devices will be listed on DA Form 2653-R by type of equipment/device and serial number.  Inventories will be conducted at shift change or at a minimum each time the shelter/safe is opened.



(3)  The COMSEC/CCI Unkeyed equipment/fill devices will be inventoried by sight and quantity at a minimum of once a week.

(4) During tactical operations, an inventory will be conducted just prior to moving from one 

location to another.  Another inventory will be conducted as soon after arrival at the new location as possible.  (This requirement is waived for containers which were unopened at the previous location.)  The pre movement and post movement inventories will be recorded on the reverse side of DA Form 2653-R (i.e. Pre move inventory conducted 170600 hrs JAN 95, Post move inventory conducted 171500 hrs JAN 97).


e.  Disposition of DA Form 2653-R:  Will be maintained until disposition instructions are received from DCMO.  Normally, disposition instructions will be issued by DCMO upon receipt of a verification certificate for semi-annual inventory report (SAIR) from the Army COMSEC Central Office of Record (ACCOR) for the COMSEC account.  Inventory sheets for items under investigation will be retained until released by the investigating authority.

3-6.  PROTECTION.


a.  Unkeyed COMSEC equipment and unkeyed CCI equipment/fill devices stored in shelters require the following safeguards:



(1)  The area in which the equipment is located must be controlled to a degree which, in the judgment of the Commander is sufficient to preclude any reasonable chance of theft, sabotage, tampering or access by unauthorized persons.  A “Risk Assessment Statement” memorandum, signed by the Commander, must be on file. 



(2)  All shelters which store CCI/COMSEC equipment will be locked with a series 5200/200 lock.  Brass or combination locks will not be used.


(3)  Physically check the presence of COMSEC/CCI equipment at least weekly, preferably during weekly PMCS.  If any COMSEC/CCI equipment is lost or has been removed, immediately contact your chain of command who will in turn contact the DCMO.  The 1ST CAV DIV COMSEC Custodian phone number is (STU-III) 287-2931.



(4)  The turn-in document(s) for equipment in maintenance will be kept as proof of the location of the equipment.


b.  Security rosters are not authorization for access to COMSEC equipped shelters.  Only personnel listed on authorized access roster will be allowed in COMSEC equipped shelters.  Visitors will sign in on DA Form 1999-R (Restricted Area Visitors Register).  The chain of command will be contacted prior to allowing visitor in to the shelter, unless the visitor is escorted by someone in the chain of command.  Violations of this paragraph are a reportable COMSEC incident.

3-7.  TEMPEST SAFEGUARDS.  All doors and covers on COMSEC equipment and the doors to shelters (except air vents) will be closed when operating secure equipment.  This precaution will prevent unwanted radiation of signals which can be monitored and analyzed by unauthorized personnel.

3-8.  CONTROLLED CRYPTOGRAPHIC ITEMS (CCI):  CCI is the declassification of COMSEC equipment to Controlled Cryptographic Items, IAW DA PAM 25-380-2.  The following are some examples of COMSEC equipment which are CCI:  RT-1523(SINCGARS), RT-1539 (MSRT). KY-68 (DSVT). KG-94A (TED), KY-57/58 (VINSON), KG-81 (TED), KYK-13 (FILL DEVICE), KYX-15A (FILL DEVICE), KY-90/99 (NRI), KG-84A (RATT) and STU-III's.  The protection requirements of UNKEYED CCI equipment are IAW AR 190-51/ DA PAM 25-380-2.  All CCI equipment requires double barrier protection.  CCI equipment is accounted for by the Property Book Officer and appears on the unit property inventory.  CCI equipment is very sensitive equipment and will be inventoried by serial number.  CCI equipment will be accounted for during PMCS or any time the shelter is opened.  DCMO will not hand receipt or transfer CCI equipment to hand receipt holders/subaccounts or supply batteries for the equipment.

3-9.  FIRE/EMERGENCY PERSONNEL:


a.  In the event of a fire in a shelter, the recovery of COMSEC material/equipment will not take precedence over the primary objective of extinguishing the fire or safety of life.


b.  Fire personnel will be admitted to extinguish the fire.  


c.  Once the fire is extinguished, fire fighting personnel will be debriefed by the S-2 or the immediate chain of command.  Non-Disclosure forms will be completed by fire department personnel at the earliest possible time.  The non-disclosure statements are required in order to protect all COMSEC information which might have been exposed during the extinguishing of the fire.  


d.  Once the fire is extinguished the fire fighters will be required to sign a DA Form 1999-R, (Restricted Area Visitors Register).  


e.  When time permits, report the emergency up the chain of command.  With a after action report to follow the initial report.

3-10.  HOSTILE ACTIONS:  In the event of hostile actions i.e., demonstrations, protests, or civil disturbances, common sense should be exercised.  If COMSEC material/equipped shelter is threatened, the operator will attempt to notify the chain of command for instructions.  If time does not permit reporting, "ZEROIZE" all equipment, destroy all keying material, "ZEROIZE" fill devices and power down.  Protection of life has precedence over zeroizing/destruction of COMSEC material/equipment.  Report the incident to the chain of command ASAP.

3-11.  USE OF COMSEC MATERIAL DISPOSITION RECORD:

NOTE:  ALL DISPOSITION RECORDS FOR HAND RECEIPTED COMSEC MATERIAL WILL BE RETURNED TO THE COMSEC CUSTODIAN WHEN THE DESTRUCTION IS COMPLETE.  EMPTY KEY TAPE CANISTERS WILL BE DESTROYED BY THE HAND RECEIPT HOLDER/SUBACCOUNT CUSTODIAN WHENEVER PRACTICAL.  (SEE APPENDIX R. FOR DESTRUCTION OF CANISTERS.)  ISSUED COMSEC MATERIAL WILL BE KEPT FOR RECORD AND INSPECTION PURPOSES IAW AR 25-400-2 (THE MODERN ARMY RECORD KEEPING SYSTEM (MARKS)).


a.  Keytapes - Canister containing keytapes will have a COMSEC Material Disposition Record included with the canister when hand receipted or issued.  Use this record as a tool in local accounting of the keytape segments.  A filled-in COMSEC Material Disposition Record is classified CONFIDENTIAL.  The COMSEC Material Disposition Record consists of the following:



(1)  Short Title/Ed - Enter the short title of the key and edition.



(2)  Reg. No. - Enter register number (serial number) of the key.



(3)  Classification - Enter the security classification of the key.



(4)  No. of Keys - Enter the number of keys in the canister.  



(5)  Copies of Keys - Enter the number of copies of each key contained in the canister.



(6)  Digraph - Enter the two letter code digraph located to the left of the short title on the tape leader.  (See TB 380-41 Chapter 4, para. 4.11 page 4-26 for detailed instructions.)



(7)  Total Number of Segments - Enter the total number of segments in the key canister.



(8)  Cryptoperiod - Enter the cryptoperiod for each key in the canister.  (If unsure, contact DCMO.)



(9) Effective Date - Enter the effective date of the keying material.



(10) Controlling AUTH - Enter the controlling authority for the keying material.  (If unsure, contact DCMO.)



(11)  Destroy On - Enter the date the entire edition is authorized for destruction.



(12)  Segment/Day - Enter the segments in numerical order as they are issued/removed from the canister.  Starting with the first available segment in the canister.



(13)  REMOVED BY/Date Used - Enter the printed name and signature of the person the segment is removed by and the date the segment is removed.



(14)  DESTROYED BY - Enter the printed name and signature of the person performing the destruction.  Who ever destroys the segment(s) must have a security clearance equal to or higher than the classification in Block 3 above.



(15)  WITNESSED BY - Enter the printed name and signature of the witness to the destruction.  The witness must have a security clearance equal to or higher than the classification in Block 3 above.



(16)  DATE - Enter the date the material was destroyed on.


b.  Key Tape segments will not be hand receipted/issued on a SF-153.  Only canisters with a COMSEC Material Disposition Record showing what segments, if any has been used, will be hand receipted/issued on a SF-153.


c.  The COMSEC Material Disposition Record will be maintained with the tape canister until all tape segments have been destroyed.  At which time, hand receipted disposition record(s) will be returned to DCMO and issued disposition record(s) will be held by the user.  A filled in disposition record is classified CONFIDENTIAL.  Used key tapes should be destroyed immediately upon supersession, but not later than 12 hours of supersession.

d.  Additional instruction on Key Tape Segments can be found in TB 380-41 para. 3.11. page 4-26.


e.  Key list:



(1)  Key lists will be hand receipted/issued and will include a COMSEC Material Disposition Record.  Use this COMSEC Material Disposition Record to indicate destruction of superseded key list segments.  Destruction of superseded key list segments must be performed immediately but no later than 12 hours after the key list is superseded.  A filled-in COMSEC Material Disposition Record is classified CONFIDENTIAL.


(2)  Key list segments, unlike keytape segments, will not be removed from the page until the segment is ready for destruction.  The COMSEC Material Disposition Record will be completed as above.



(3)  Key list segments will not be hand receipted/issued on a SF 153, only complete key list will be hand receipted/issued along with a COMSEC Material Disposition Record to show if any segments have been previously used.


f.
Electronic Key:



(1)  Electronic Key will be picked up prior to the end of the month.  Normally key will be ready for pick-up after the 25th of the month.  Authorized holder will call to confirm the key has been generated and is ready for pick-up.  The 3d Brigade phone number is 288-2867;  Call during normal duty hours.



(2)  It is the responsibility of the holder to bring their own fill device and the fill device must be working, to include batteries.  (The 3d Brigade will not provide batteries or fill devices for holders.)



(3)  Electronic Key will be signed for on a Key Variable Management (KVM) worksheet.  KVM worksheet  becomes classified CONFIDENTIAL when filled out and should be controlled as such. 



(4)  KVM worksheet  will show:



(a)  What key(s) are being loaded.



(b)  Type of key.



(c)  Effective date.



(d)  Supersession date of the key (when the key should be destroyed).



(e)  Equipment key was loaded in.



(f)  Position key was loaded in.



(g)  Unit picking up the key.



(h)  Printed name of the individual receiving the electronic key.



(5)  All holders who further transfer electronic key to other users, will be responsible for verifying the persons clearance and need-to-know.  They will make a record of the transfer on an Key Variable Management (KVM) worksheet .  Subaccounts will maintain their KVM worksheet  forms on file.  This is an inspectable item.  KVM worksheet  forms will be maintained for 10 days after the material is superseded.

(See Annex G for blank KVM worksheet  form.)


g.
Electronic fill devices must be zeroized upon the supersession of the key, when no longer required or upon completion of the exercise and upon/prior to the return from the field.

3-12.  INCIDENT REPORTING:  


a.  There are different types of COMSEC incidents.  The most common type of incident which involves COMSEC/CCI equipment and CRYPTO key is a PHYSICAL INCIDENT.  This occurs when COMSEC material is lost, stolen, or it is presumed that unauthorized person(s) have gained access to COMSEC equipment or fill devices.  Also, physical incidents consist of fill devices not properly zeroized after use, or superseded variables not zeroized immediately after supersession.  The MSE variables are locally generated and have to be zeroized immediately after supersession as there is no grace period.  Refer to AR 380-40 Chapter 7 para. 7-3, page 10 and para. 7-5, page 11 for reportable COMSEC incidents and types of reports.


b.  If there is a suspected COMSEC incident, report it immediately to 3d Brigade SIGO and to your chain of command.  Include the following information:



(1)  WHO WAS INVOLVED?  (UNIT AND INDIVIDUAL)



(2)  WHAT WAS INVOLVED?  (SHORT TITLE, EDITION, REGISTRATION NUMBER AND SEGMENT/DAY OF THE MATERIAL INVOLVED.  THIS INFORMATION IS CONFIDENTIAL SO HANDLE ACCORDINGLY.)



(3)  WHEN DID THIS OCCUR?  (DATE/TIME IT WAS DISCOVERED.)



(4)  WHERE DID THIS OCCUR?  (LOCATION OF THE INCIDENT.)



(5)  WHY DID THIS OCCUR?



(6)  HOW DID THIS OCCUR?



(7)  CORRECTIVE ACTIONS BEING TAKEN.


c.  Units responsible for incidents, will prepare the incident message, with the help of DCMO and get the Chief of Staff 1st CAV DIV to release the message.

4-1.  GENERAL.


a.  Maintenance of COMSEC accountable equipment is the responsibility of the commander of each unit authorized COMSEC equipment.  Commanders must insure that proper maintenance procedures are followed in accordance with current regulations.  Unit maintenance SOP's will address COMSEC equipment maintenance.


b.  The scope of repairs authorized for COMSEC equipment, as for all Army equipment, is defined in the Maintenance Allocation Chart of the applicable Technical Manual (KAM, KAO or LMM) in conjunction with the level of maintenance the unit is authorized to perform.


c.  The COMSEC Maintenance Section (CMS) of the ELM shops provide direct support COMSEC accountable maintenance for the 13th Sig Bn.  Individual units are responsible for operator/organizational levels of maintenance of the COMSEC accountable equipment hand receipted to their units.

4-2.  MAINTENANCE.


a.  The ELM or 27th MSB shops have Direct Support maintenance mission for the repair of CCI/COMSEC equipment.


b.  If the equipment is non-repairable, coordination will be made with the 190th Maintenance Company or GTE for the repair of the equipment.


c.  No equipment will be shipped off Fort Hood for repair, unless prior coordination has been made with DCMO COMSEC account.  Violations to this could lead to an incident report and UCMJ action being taken against those involved.

4-3.  TURN IN/PICK UP EQUIPMENT.  Units and hand receipt holders using the above maintenance facilities must follow the procedures established.

4-4.  WORK REQUESTS.  Will be filled out IAW DA PAM 738-750.

4-5.  SECURITY.  All COMSEC devices capable of storing Electronic Key must be "ZEROIZED" and have the battery removed prior to being turned in for maintenance.  This is to preclude an incident and must be strictly adhered to.  (The only exception is the STU-IIIs.)  All classified COMSEC equipment must be under the direct control of an appropriately cleared individual.

4-6.  DAMAGED EQUIPMENT.


a.  Will be turned in with a damage statement.


b.  The damage statement will have the name of the equipment, serial number and how the equipment was damaged.


c.  The Commander must sign the memorandum stating "I have investigated the cause of the damage and have determined that neglect (was) or (was not) the cause of damage.


d.  Remember if it is determined that the damage was not due to fair wear and tear, charges can be brought on personnel found negligent.


e.  The commander can request a "Cost Estimate" on a damaged item.  The DA Form 5504 will state the deficiencies of the item and have the statement "REQUEST ESTIMATED COST OF DAMAGES".


f.  No repairs will be made at this time.  An itemized list of the total cost, covering parts and labor as stated on DA Form 5504 will be provided.


g.  The Commander or Survey Officer are the only individuals that may release (in writing) the equipment for repair once a "Report of Survey" or "Statement of Charges" has been initiated.

5-1.  GENERAL.


a.  All COMSEC accountable material is requisitioned from the DCMO.  The DCMO is a COMSEC Logistics Support Facility (CLSF) as defined in TB 380-41 para. 2.4.1.b. page 2-4.


b.  The procedure in Supply Update and Chapter 3 of TB 380-41 will govern the COMSEC supply system and will be followed by all, unless otherwise noted in this section.

5-2.  ACCOUNTABLE/NON-ACCOUNTABLE COMSEC MATERIAL.


a.  Accountable COMSEC material (excluding keying material, documents and other software) is identified in the Army Master Data File (AMDF) as having a source of supply (SOS) code of B-56.


b.  Non accountable COMSEC material is listed in the AMDF with a SOS of B-56 and an advise acquisition code of "B".  This material is not accountable and must be procured through normal supply channels.

5-3.  REQUISITIONING COMSEC MATERIAL.


a.  Classified keying material, either for issue or change of copy count, will be obtained by submitting an MFR through command channels.  The request will identify the type of material required and furnish adequate justification for the unit to hold the material.  Request for new keying material will be coordinated with the Brigade S-3 Officer prior to submission to DCMO.  Units not supported by a subaccount will submit an MFR to DCMO identifying perspective Hand Receipt Holders.  All request for new key must be submitted not less than 120 days prior to the date required, see TB 380-41 Chapter 3 for format and required information.


b. End item equipment, which have a line item number (LIN) (see SB 700-20) must be justified by TAADS (MTOE) authorization.  DA Form 2765-1 requisition must be accurately prepared and follow the policy in AR 710-2 and requisitioning procedures of DA Pams 710-2-1 and 710-2-2.


c.  Replacement for equipment transferred out for shipment/evacuation to GTE or TOAD need not be requisitioned.  DCMO will submit a replacement requisition at the time of evacuation.  DCMO will receive the replacement and transfer it to the subaccount upon receipt.


d.  Class IX COMSEC accountable repair parts are requisitioned from DCMO on a DA Form 2765-1.  Prior to requesting a repair part, the appropriate Technical Manual must be checked to verify the Source, Maintenance and Recoverability (SMR) code.  Only those parts which are replaced and disposed of at the operator/organizational level may be requisitioned as repair parts by units not authorized COMSEC equipment repairmen in MOS 29S.  Request for initial issue of repair parts must be justified.  The COMSEC Maintenance Sections may order parts through their COMSEC subaccount to DCMO for levels up to and including Direct Support or F-Code.

5-4.  COMSEC MATERIAL REQUISITIONS, DA FORM 2765-1.


a.  When requesting COMSEC accountable material, DA Form(s) 2765-1 will be completed as prescribed in AR 710-2, except as noted in the following paragraphs.


b.  Requisitions for PD 02-05 must be signed on the reverse by the unit commander or delegated representative to certify the PD and verify the requirement for that PD.


c.  When parts are available for issue, they will be sent to DCMO unless the requesting unit has made other arrangements.  The subaccount Custodian will sign a SF 153 and return it to DCMO.


d.  Request for COMSEC accountable repair parts must cite the Technical Manual, giving the TM date, and page number for each B56 repair part ordered.

5-5.  PRESCRIBED LOAD LISTS, DA FORM 2063-R (MAINTENANCE SHOP STOCK).


a.  COMSEC Maintenance Sections are authorized to stock organizational Direct Support Level COMSEC accountable repair parts IAW AR 710-2 Chapter 2.  Repair parts stockage procedures will be maintained IAW DA Pam 710-2-1 Chapter 8.  Maintenance sections that maintain a COMSEC Prescribed Load List (PLL) are required to submit 3 copies of their Prescribed Load List (DA Form(s) 2063-R) to DCMO.  The PLL must be signed by the Unit Commander and will consist of only B56 items.  B56 is the Source of Supply code and may be found in the AMDF.  Items listed on the DA Form(s) 2063-R must be listed in National Item Identification Number (NIIN) sequence.  The NIIN consists of the last 9 numbers of the National Stock Number (NSN).  Submit a separate DA Form 2063-R for each end item.


b.  The DA Form(s) 2063-R must contain the quantity Authorized for stockage and justification for stockage.  Example: 4ea. DS (demand support), IS (initial stockage), or MS (mission essential).  We will accept a computer printout in lieu of the DA Form(s) 2063-R providing it follows the format listed in the following example.  (Notice, the items are listed in NIIN sequence.)  PLLs will show diagnostic PCBs separately.  Diagnostic PCBs will not be used to repair as doing so may drastically reduce a units ability to troubleshoot.



PAGE NO. 1  PRESCRIBED LOAD LIST  13TH SIG BN, 1ST CAV DIV



02/01/88



STOCK NUMBER    ITEM DESCRIPTION  UI  QTY  RMKS      AUTH



5810-01-242-1064  
E EUH 1         
EA   1   KGX 93A 

DIAG

                                          BATTALION COMMANDER

                                          LTC, SC

                                          Commanding

c.  Only items authorized on the units PLL are those with an "F" in the 3rd position of the Source, Maintenance, and Recoverability (SMR) code.  This code can be found listed in the Maintenance Allocation Chart (MAC) of the appropriate -12P Technical Manual (TM).  A good reference for those units with Communication Security Equipment TSEC/KGX 93A (Key Generator) would be TM 11-5810-363-23&P.  Other references include Logistics Codes (Unit/Organizational) FM 38-725-10 and Unit Supply Update.

1.  AR 15-6  PROCEDURES FOR INVESTIGATING OFFICERS AND BOARDS OF


OFFICERS

2.  AR 25-12  COMMUNICATIONS SECURITY EQUIPMENT MAINTENANCE AND


MAINTENANCE TRAINING

3.  AR AND DA PAM 25-400-2  THE MODERN ARMY RECORD KEEPING SYSTEM


(MARKS)

4.  AR 380-5  DEPARTMENT OF THE ARMY INFORMATION SECURITY PROGRAM

5.  AR 380-40 POLICY FOR SAFEGUARDING AND CONTROLLING


COMMUNICATIONS SECURITY (COMSEC) MATERIAL (DATED


1 SEPTEMBER 1994, EFFECTIVE 1 OCTOBER 1994)

6.  AR 710-2  SUPPLY POLICY BELOW THE WHOLESALE LEVEL

7.  TB 380-41  TECHNICAL BULLETIN SECURITY: PROCEDURES FOR


SAFEGUARDING, ACCOUNTING AND SUPPLY CONTROL OF


COMSEC MATERIAL (DATED 1 OCTOBER 1994)

8.  DA PAM 25-30  CONSOLIDATED INDEX OF ARMY PUBLICATIONS AND


BLANK FORMS

9.  DA PAM 25-35  INDEX OF COMMUNICATIONS SECURITY (COMSEC)


PUBLICATIONS

10.  DA PAM 380-40-2  SECURITY STANDARDS FOR CONTROLLED


CRYPTOGRAPHIC ITEMS (CCI)

11.  DA PAM 710-2-1  USING UNIT SUPPLY SYSTEM (MANUAL PROCEDURES)

12.  DA PAM 710-2-2  SUPPLY SUPPORT ACTIVITY SUPPLY SYSTEMS:


MANUAL PROCEDURES

13.  DA PAM 738-750  THE ARMY MAINTENANCE MANAGEMENT SYSTEM

14.  Current TM's, TB's and SB's for operator/organizational maintenance of COMSEC/CCI equipment applicable to your unit.

15.  REQUIRED FORMS FOR SUBACCOUNTS:


a.  DA FORM 2011 - COMSEC AIDS ITEMS REGISTER CARD


b.  DA FORM 2011-1 - COMSEC EQUIPMENT ITEMS REGISTER CARDS


c.  DA FORM 2012 - COMSEC ACCOUNT DATA


d.  DA FORM 1999-R - CRYPTO AREA VISITORS REGISTER


e.  DA FORM 2653-R - COMSEC ACCOUNT DAILY INVENTORY SHEET


f.  DA FORM 4669-R - COMSEC MATERIAL VOUCHER REGISTER


g.  DA FORM 5504 - MAINTENANCE REQUEST


h.  DA FORM 5941-R - COMSEC MATERIAL DESTRUCTION CERTIFICATE


i.  STANDARD FORM 153 - COMSEC MATERIAL REPORT


j.  STANDARD FORM 700 - SECURITY CONTAINER INFORMATION


k.  STANDARD FORM 701 - ACTIVITY SECURITY CHECKLIST


l.  STANDARD FORM 702 - SECURITY CONTAINER CHECKLIST

16.  REQUIRED FORMS FOR HAND RECEIPT HOLDERS:


a.  DA FORM 1999-R - CRYPTO AREA VISITORS REGISTER


b.  DA FORM 2653-R - COMSEC ACCOUNT DAILY INVENTORY SHEET


c.  DA FORM 4669-R - COMSEC MATERIAL VOUCHER REGISTER


d.  DA FORM 5504 - MAINTENANCE REQUEST


e.  DA FORM 5941-R - COMSEC MATERIAL DESTRUCTION CERTIFICATE


f.  STANDARD FORM 153 - COMSEC MATERIAL REPORT


g.  STANDARD FORM 700 - SECURITY CONTAINER INFORMATION


h.  STANDARD FORM 701 - ACTIVITY SECURITY CHECKLIST


i.  STANDARD FORM 702 - SECURITY CONTAINER CHECKLIST

NOTE:  SF FORM 701/702 may be destroyed after 48 hours when the form is completely filled out and a new form has been started.  Unless an investigation is in progress, then the form will be retained until the investigation has ended.  SF FORM 700 can be destroyed once a new SF FORM 700 has been made and the combinations have been changed.

UNIT’S LETTER HEAD

(UNITS OFFICE SYMBOL)                                                                (DATE)

MEMORANDUM FOR  COMSEC Custodian, 1st CAV DIV COMSEC ACCOUNT 5C4028, FORT HOOD, TEXAS  76544

SUBJECT:  Appointment of Electronic COMSEC Key Hand Receipt Holders

1.  The below named individuals are appointed as Electronic COMSEC Key Hand Receipt Holder for (NAME OF UNIT/SECTION).  They are authorized to sign for electronic COMSEC key in support of our mission.

NAME:_____________________  RANK:_________  SECURITY CLEARANCE:________

SSN:_______________________  SIGNATURE:_________________________________

NAME:_____________________  RANK:_________  SECURITY CLEARANCE:________

SSN:_______________________  SIGNATURE:_________________________________

2.  By affixing his/her signature, the above named individual certified that they are familiar with accounting, control, destruction, and emergency procedures regarding electronic COMSEC key in accordance with the procedures of TB 380-41, TB 380-40 and as supplemented by 1st CAV DIV DCMO External SOP.

3.  Security clearance for the above named individuals has been verified through the S-2/Security Manager.

4.  This appointment supersedes all previous appointments.

(COMMANDER’S SIGNATURE BLOCK)

Department of the Army

Headquarters, 3d “Greywolf” Brigade

1st Cavalry Division

Fort Hood, Texas 76544

AFVA-3B-SIGO                                                                   23 FEBRUARY 1998

MEMORANDUM FOR COMSEC Hand Receipt Holders

SUBJECT:  3d Brigade COMSEC Hand Receipt Holder Briefing

Reference AR 380-40, Chapter 2, para. 2-11 and TB 380-41 Chapter 4, para. 

4-14, page 4-46.

1.  You have been assigned as a COMSEC hand receipt holder (HRH) IAW above references.

2.  You are responsible for safeguarding all COMSEC material for which you have a receipt.  The COMSEC custodian remains the accountable officer.

3.  You are responsible for the proper storage, use, handling, inventory, destruction (when authorized) and security of all COMSEC material in your possession.  Following are some responsibilities that must be accomplished:


a.  Controlled Cryptographic Items (CCI) when unkeyed will be utilized and secured IAW DA PAM 25-380-2.


b.  COMSEC material will be kept under continuous control by properly cleared individuals.  CRYPTO-material is sensitive and must be carefully protected.


c.  Personnel requiring access to COMSEC material will be properly cleared and have a valid need-to-know.  Limit access to COMSEC material, to those personnel consistent with efficient operations.


d.  COMSEC material will be stored in a GSA approved container when not in the possession of authorized personnel.


e.  COMSEC material will be inventoried using a DA Form 2653-R daily or when the container is opened.  At facilities where material is used in support of 24 hour operations, a shift-to-shift inventory will be conducted.  For Top Secret material, two properly cleared people are required to conduct the inventory and initial DA Form 2653-R for TPI.


f.  Used superseded keying material will be destroyed within 12 hours (IAW TB 380-41) following suppression.  Each hand receipt holder will destroy material routinely.  Destruction must be timely, recorded, witnessed and complete to prevent security violations.  Authorized destruction means must be used, i.e., burning, approved shredder, etc.


g. Keying material and manuals will be page checked upon receipt, and directed by the COMSEC custodian.  Checks will be recorded with initials, unit and date of check.


h.  When you carry or transport COMSEC material, cover it from view and use a briefcase or similar container to prevent unauthorized access or loss.


i.  Report any known or suspected security violations immediately to the DCMO COMSEC custodian.


j.  You will not sub-hand receipt COMSEC material at any time without the written authorization of the DCMO COMSEC custodian.


k.  You are required to read operating manuals (TM’s, TB’s or KAO’s) prior to operating equipment.


l.  You are subject to routine or special COMSEC inspections at anytime by the DCMO COMSEC Custodian, III Corps Command COMSEC Inspector, USACCSLA Auditor or other authorized individuals.  All inspectors will be verified prior to being allowed access to COMSEC material.


m.  Maintain COMSEC material separately in the security container files to have it readily identified for inventories and emergencies.  DO NOT intermingle COMSEC material with other files.


n.  All COMSEC material will be stored in GSA approved safes unless being physically utilized.  AT NO TIME WILL COMSEC MATERIAL BE LEFT UNATTENDED!  Any safe not in use will remain closed.  Proper annotation of SF 702 (Security Container Check Sheet) will be accomplished when opening and closing a safe, using the following procedures:



(1)  Date: Annotate the day’s date the safe was opened or checked.



(2)  Opened By:  The initials of the person opening the safe and time opened in the designated blocks.



(3)  Closed By:  The initials of the person closing the safe and time closed in the designated blocks.



(4)  Checked By and Guard Check :  The initials of someone other than the closed by person checking the safe and time checked in the designated blocks.  NOTE:  THE PERSON CLOSING THE SAFE CAN BE THE SAME PERSON CHECKING THE SAFE IF NO ONE ELSE IS AROUND.

(NOTE:  IF THE SAFE IS NOT OPENED DURING THE DUTY DAY, ONE PERSON IS AUTHORIZED TO CHECK THE SAFE BY ANNOTATING THE DATE, DRAWING A LINE THROUGH BOTH OPENED BY AND CLOSED BY BLOCKS, AND PLACING THEIR INITIALS AND TIME IN THE CHECKED AND GUARD CHECK BLOCKS.)


o.  Prepare an emergency plan to protect the COMSEC material in emergencies (nature disaster, fires, or bomb threats).  Plans should include evacuation (as necessary), secure storage, and a fire plan.  This may be integrated with your section/unit emergency plan.  Dry runs must be conducted quarterly and documented IAW TB 380-41 Chapter 5, para. 5.17 and 5.18.


p.  You are responsible for returning any unused portions of keying material, key book covers, destruction records, etc., to the DCMO COMSEC custodian no later than the second duty day of each month.  All destruction reports will have the signature of the destruction certifying official and the appropriately cleared witness properly annotated.


q.  Properly fill out all destruction reports will submitted within two days after the material has been superseded or ASAP upon return to Fort Hood, but not later than the 5th of the month if deploy.  When deployed, destruction reports will be mailed to DCMO by U.S. Postal registered mail in order to comply with time constraints.


r.  You are responsible to provide a HRH briefing, in writing, to any individual receiving COMSEC material or equipment that they are responsible for.  As a hand receipt holder you have the authority to sub-hand receipt only one level lower (USER ONLY).  No additional sub-hand receipting is authorized (Exception:  Electronic keymat may be distributed down through unit channels to the user.  This is acceptable, however, under no circumstances should users be laterally distributing keymat to one another.  This Exception is in place to provide a means to get electronic MSE/FM keys down through unit channels to the user.)  You must maintain a record of where and who has the COMSEC material.

s.  Seek assistance on procedures or other COMSEC matters from the DCMO COMSEC custodian.


t.  Comply with COMSEC instructions from the DCMO COMSEC custodian,  AR 380-40 and TB 380-41.


u.  Maintain selected files IAW AR 25-400-2 and DA PAM 24-400-2.

4.  Electronic Key Variable Management will be maintained and controlled on DA Form 5251-R.  All variables will be recorded and receipted for on this form.  Individuals signing for variables from DCMO are responsible for ensuring the DA Form 5251-R is utilized throughout the downward distribution process of electronic key variables.  EQUIPMENT OR FILL DEVICES WILL BE ZEROIZED UPON SUPERSESSION OF THE KEY VARIABLE.  Anyone having a mission requirement for electronic key must have a clearance equal to the key and be authorized to sign for the key.  You are authorized to issue electronic key further within your command using DA Form 5251-R.  Throughout the entire distribution process the following elements must be met:


(1)  User must be properly cleared and authorized in writing to receipt for the electronic key.


(2)  User must be able to properly store electronic key.  The only approved means of storing electronic key is in a GSA approved security container when not in the possession of an authorized individual.


(3)  User must be aware of proper use and control of variables in their possession.


(4)  Unit’s SOP must address the above items.

5.  TOP SECRET HAND RECEIPT HOLDER BRIEFING (IF APPLICABLE).


a.  Top Secret keying material is used to protect the most sensitive U.S. national defense information.  Its loss to an adversary can subject to compromise all the information protected by the key.  Top Secret key has historically been a target of hostile intelligence services, and because of this, special protection must be afforded.  Two Person Integrity (TPI) meets these requirements.


b.  TPI means that Top Secret Key must be in the possession of two properly cleared persons authorized access to cryptographic materials.  This includes any time Top Secret Key is removed from TPI security containers.


c.  A No-Lone Zone (NLZ) is an area or room which a person will not have unaccompanied access: it must be occupied by two or more appropriately cleared personnel.


d.  A NLZ will be established whenever a facility contains Top Secret key material when it is removed from TPI security container.  It is not required when key is resident in cryptoequipment that will not allow the key to be extracted.


e.  TPI must be maintained when ever Top Secret Key is not secured in a GSA approved safe.  This is both when the key is in hard copy or electronic form.


f.  Common fill devices having TOP Secret Key will be secured under TPI controls.  Once zeroized the fill device will be secured IAW CCI storage standards.


g.  A TPI GSA approved safe will have two different combination locks and no one person will have access to both combinations.  Two SF 700’s and SF 702’s will be maintained and annotated IAW TPI procedures.  An “A” team and a “B” will be established and a member of one team will not know the combination of the other team safe combination.  Each time the safe is opened two SF 702’s will be annotated (one for each team).


h.  SF-153’s having Top Secret key listed will be signed by two properly cleared and authorized people.


i.  Personnel which require continuing access to Top Secret cryptographic information must be entered in the Department of the Army Cryptographic Access Program (DACAP) IAW AR 380-40, Chapter 8 and must comply with all the requirements of the regulation.  A copy of the DACAP roster must be submitted to DCMO prior to being supplied Top Secret Key on a regular basis.

6.  Failure to comply with the above guidelines can result in the discontinuance of COMSEC support by COMSEC account 5C4028 and UCMJ action for violations of established polices and procedures.

                                                              NAME

                                                              CPT, SC

                                                              Brigade Signal Officer

To assist in running and maintaining a subaccount or hand receipt, the following information is provided.

FILES USED (as a minimum):


1oo - SOP (Destroy when superseded or no longer needed.)


350-28a - EMERGENCY PLANS DRY RUNS (Destroy when superseded or 

no longer needed (Emergency Plans), COFF 31 DEC XX, DEST JAN one 


year after COFF (Dry Runs).)



380-5d - CLASSIFIED MATERIAL ACCESS FILES (Destroy when obsolete)


380-40a - COMMAND COMSEC FACILITY APPROVAL (Destroy when 



superseded.)


380-40d - ITEMS REGISTER (Subaccounts ONLY)


380-40e - RESTRICTED AREA VISITOR REGISTERS DA FORM 1999-R

                (COFF 31 DEC XX, DEST JAN two years later.)


380-40p - DAILY INVENTORIES DA FORM 2653-R (Destroy on

               receipt of certificate of verification for the

               last inventory report to ACCOR.)


380-40q - ACCOUNTING REPORTS SF 153s (See TB 380-41 Table 4-1 page 


4-6 for disposition.)



a.  Reports of transfer, hand receipts, issues and destruction.



b.  Document vouchers (Local and Outgoing).



c.  Certification of Verifications for SAIR and CCIR.



d.  Relief from accountability.


380-40r - SIGNAL SECURITY INSPECTIONS  (All COMSEC facility

               inspection reports, destroy on receipt of related

               inspections.)



a.  COMSEC Facility Inspection.



b.  Command Inspection.

c.  COMSEC Account Audit/Inspection.


500-4a - EMERGENCY PLANS (Destroy when superseded, obsolete, or no longer needed for current operations.)

HAND RECEIPT HOLDER’S ACKNOWLEDGMENT STATEMENT:

I HAVE READ THE HAND RECEIPT HOLDER’S BRIEFING AND UNDERSTAND MY RESPONSIBILITIES AS A COMSEC HAND RECEIPT HOLDER OR USER AS BRIEFED BY THE COMSEC CUSTODIAN, ALTERNATE CUSTODIAN, OR DESIGNATED COMSEC PERSONNEL.
NAME:
                            RANK:        DATE:             SIGNATURE:

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

OFFICE SYMBOL
                                             DATE

MEMORANDUM FOR  Commander, 13th Signal Battalion, ATTN: DCMO, 

                  Fort Hood, TX 76544

SUBJECT:  Request for SCCC Slot

1.  Request SGT George Reilly,  HHB, 1-82 FA Bn, SSN 000-00-000, be slotted for the next available Standardized COMSEC Custodian Course (DATES OF COURSE).  SGT Reilly's security clearance has been verified as Secret by the security manager and he meets the criteria for the course with one year retainability.

2.  SGT Reilly has been assigned to the Battalion account as an alternate COMSEC Custodian.

3.  SGT Reilly  will be exempt from all formations and duties in the unit during the period of time the course is being conducted.

4.  POC this request, CPT Daino at 287-0000.




(First Mi. Last)





Rank, Branch



Commanding

(NOTE:  IF THE PERSON DOES NOT MEET THE GRADE REQUIREMENT, A GRADE WAIVER APPROVAL MUST BE ATTACHED TO THE SLOT REQUEST MEMORANDUM.)

AFVA-SN-DCMO-DCMO (380-40)                                                         15 JAN 97

MEMORANDUM FOR  Commander, 13th Signal Battalion, ATTN: 5C4028-02

                  Fort Hood, TX 76544

SUBJECT:  Relief From Accountability

1.  SSG Joe Bacon, SSN: 000-00-0000, HHC 57th Signal Battalion COMSEC Custodian is relived from accountability of all COMSEC material in subaccount 5C4028-02 and is hereby cleared.

2.  SSG James Wright, SSN: 000-00-0000, HHC 57th Signal Battalion is assigned as COMSEC Custodian and is accountable for all COMSEC material in subaccount 5C4028-02.

3.  POC is WO1 FRANK, 287-7923.

(DCMO CUSTODIAN SIGNATURE BLOCK)

(OFFICE SYMBOL)                                         (DATE)

MEMORANDUM THRU COMMANDER, YOUR CHAIN OF COMMAND (ANY THRU LINES MUST BE INITIALED)

MEMORANDUM FOR  Commander 13th Signal Battalion, AFVN-CE-DCMO,

               Fort Hood, TX 76544

SUBJECT:  COMSEC Facility Approval Request (CFAR)

1.  Reference:


a.  AR 380-40, chap 4, dated 31 September 1994.


b.  TB 380-41, para. 2.1.2, page 2-1, dated 1 October 1994.

2.  This command has a requirement to establish/update (COMPLETE AS APPROPRIATE) a COMSEC Facility.


a.  General Information.



(1)  Requesting Unit: (COMPLETE UNIT DESIGNATOR, MAILING ADDRESS)



(2)  UIC:__________  



(3)  Telephone Numbers: (COMM & DSN)



(4)  COMSEC ACCOUNT NUMBER:  5C4028-XX (TBA IF NOT ASSIGNED)



(5)  Facility Location:  (ACTUAL LOCATION, ROOM, BUILDING NUMBER, INCLUDE STREET) If requesting safe as facility state “GSA APPROVED (SIZE) SAFE CONTAINER WITHIN ROOM _XXX_”.



(6)  Point of Contact: (NAME AND TELEPHONE NUMBER IF DIFFERENT FROM ABOVE).



(7)  Type request:  INITIAL (ESTABLISHMENT OR DUE TO RELOCATION)/UPDATE.

(OFFICE SYMBOL)  SUBJECT:  COMSEC Facility Approval Request (CFAR)



(8)  Classification information: Highest level/classification of material that will be used and/or stored.  (REMEMBER YOU MUST HAVE A GSA APPROVED CONTAINER TO STORE THE MATERIAL AND FOR TOP SECRET MATERIAL YOU MUST HAVE TWO COMBINATION LOCKS.)

b.  Purpose:  (Indicate the primary purpose of the facility.  See TB 380-41 para. 2.1.2.b, page 2-1 for a list of facilities.)


c.  General Cryptosystems:  (Identify all the COMSEC equipment systems by short title and end item either on hand or authorized that will be supported.)  Also list all keying material required and the quantity for each short title.


d.  Physical Security.  (Provide physical security description of the facility, IAW TB 380-41, para. 2.1.2d and AR 380-5, Appendix H.  It will include overall construction, walls, ceiling, floors, windows, doors, access control, and other measures designed to prevent overt or covert access.  If TS material will be stored, include planned provisions to secure TS material IAW TPI.  If facility is to be a General Services Administration (GSA) approved safe provide the  description of all security containers used and identify SECONDARY BARRIERS, include ACCESS control when container is open. 


e.  Material and Equipment Security.  (Describe in detail how classified COMSEC material and equipment will be protected during non working hours/days or when not under the direct and continuous control of properly cleared and authorized personnel (i.e. stored in approved containers, KG-83 in classified container.)  IAW TB 380-41. para. 2.1.2e.


f.  Standards Statement:(Prepare a statement which certifies that applicable standards for the operation, storage, and destruction of COMSEC material can or cannot be met.)  IAW TB 380-41, para 2.1.2f. 

3.  Point of contact is (Name and phone number of the most knowledgeable person, this will normally be the person who will be the Custodian).




SIGNATURE BLOCK OF

                                
THE UNIT’S COMMANDER
(NOTE:  IF THE PHYSICAL SECURITY OF THE COMSEC MATERIAL IS GOING TO BE BASED ONLY ON THE GSA APPROVED SECURITY CONTAINER IN AN COMMON USE OFFICE AREA THE REQUEST MUST SO STATE.)

(SPECIAL NOTE:  THE CFAR MEMORANDUM WILL BE CLASSIFIED ACCORDING TO ITS CONTENT.  AT A MINIMUM, THE MEMORANDUM WILL BE MARKED: FOUO.)

DEPARTMENT OF THE ARMY

HEADQUARTERS, 1ST CAVALRY DIVISION

FORT HOOD, TEXAS 76544

AFVA-3B-SIGO






3 January 1997

MEMORANDUM FOR RECORD

SUBJECT: 3d Brigade COMSEC FACILITY ACCESS ROSTER

1. The following personnel are authorized unescorted access to the 3d Brigade, IST Cavalry Division COMSEC Facility.

NAME                           RANK             SSN 

SCTY CLNC

Crosbie, Philip T.             CPT           000-00-0000       TS

Cash, Johnny F.           
 W01           000-00-0000       TS

GUZMAN, ANDY (NMN)             SFC           000-00-0000       S

EAGLE, OSCAR P.                SSG           000-00-0000       S

///////////////////////////nothing FOLLOWS//////////////////////////////

2. Personnel listed above may authorize access by others as required.

Authorizing official(s) will;

      a. Record arrival/departure information on the Restricted Area

Visitor Register (DA FORM 1999-R).

      b. Ensure all classified material is stored/screened to prevent

 unauthorized access or viewing by visitors.

      c. Verify security clearance(s) with the appropriate Security Access Roster, or by calling 287-3385, to ensure individual(s) possess a

 clearance equal to or higher than the material to which they will have

 access.  This roster supersedes all others,

                                     (First Mi. Last)
                                     Rank, Branch
                                     SUBACCOUNT COMSEC CUSTODIAN

                              (EXAMPLE)               

(UNITS OFFICE SYMBOL)  (380-40a)                                  (DATE)

MEMORANDUM FOR RECORD

SUBJECT:  Designated Restricted Area 

1.  Reference:  


a.  AR 190-13 “The Army Physical Security Program”.


b.  AR 380-41 “Policy for Safeguarding and Controlling Communications Security (COMSEC) Material” dated 1 September 1994, Chapter 4, paragraph 

4-6.


c.  TB 380-41, “Technical Bulletin Security:  Procedures For Safeguarding, Accounting and Supply Control Of COMSEC Material”, dated October 1994, Chapter 5, paragraph 5.2.h.

2.  Based upon the above references the COMSEC Facility located in building (Bldg. number), room (room number) is designated as a “Restricted Area” and must have a RESTRICTED AREA sign posted at the entrance to the facility.

3.  Personnel not listed on the COMSEC Facility Access Roster, will be signed in on a DA Form 1999-R “Restricted Area Visitor Register” to record the names of personnel entering the facility.

5.  Point of contact is (name of POC and phone number).

(COMMANDER’S SIGNATURE BLOCK)

AFVA-3B-SIGO (380-40a)                                                              16 May 1997

MEMORANDUM FOR RECORD

SUBJECT:  Designated Restricted Area 

1.  Reference:  


a.  AR 190-13 “The Army Physical Security Program”.


b.  AR 380-41 “Policy for Safeguarding and Controlling Communications Security (COMSEC) Material” dated 1 September 1994, Chapter 4, paragraph 

4-6.


c.  TB 380-41, “Technical Bulletin Security:  Procedures For Safeguarding, Accounting and Supply Control Of COMSEC Material”, dated October 1994, Chapter 5, paragraph 5.2.h.

2.  Based upon the above references the COMSEC Facility located in building Bldg. 28000, room 1101 is designated as a “Restricted Area” and must have a RESTRICTED AREA sign posted at the entrance to the facility.

3.  Personnel not listed on the COMSEC Facility Access Roster, will be signed in on a DA Form 1999-R “Restricted Area Visitor Register” to record the names of personnel entering the facility.

5.  Point of contact is WO1 FRANK, ext. 222-1111.

                                                                          (First Mi. Last)
                                                                          Rank, Branch                               

                                                                          Commanding

(UNITS OFFICE SYMBOL)  (380-40a)                                  (DATE)

MEMORANDUM FOR RECORD

SUBJECT:  Waiver for Restricted Area Sign and Visitor Register

1.  Reference:  TB 380-41, “Technical Bulletin Security:  Procedures For Safeguarding, Accounting and Supply Control Of COMSEC Material”, dated October 1994, Chapter 5, paragraphs 5.2.c. and 5.2.h.

2.  Based upon the above reference and the COMSEC Facility being a GSA approved security container within a common use office area located in building (Bldg. number), room (room number) a waiver is granted for both the “Restricted Area” sign and “Visitor Register”.

3.  Personnel not listed on the COMSEC Facility Access Roster, will be escorted anytime the security container is opened.

4.  A DA Form 1999-R “Restricted Area Visitor Register” will be used to record the names of COMSEC inspectors and auditors.

5.  Point of contact is (name of POC and phone number).

(COMMANDER’S SIGNATURE BLOCK)

(OFFICE SYMBOL) (380-40c)                                                                    (DATE)

MEMORANDUM THRU  (UNIT SECURITY MANAGER)

FOR  COMMANDER, 1ST CAV DIV, ATTN:  DCMO (5C4028),  FORT HOOD, 


  TEXAS  76544

SUBJECT:  STU III Telephone(s) Rekey Request

1.  Request DCMO rekey the following STU III telephone(s) at the classification shown:


a.  STU III Model:


b.  STU III Serial Number:


c.  Classification level to be rekeyed:

2.  The security manager has verified the following individual’s security clearance and has authorized the STU III to be keyed at the above level:

NAME                                      RANK       SSN                          SEC CLEARANCE
3.  The above individual is authorized to pick up and transport the above STU III with Master and User CIKs to Bldg. 28000, Room 1101.  They have been briefed on their duties and responsibilities of transporting classified items.

4.  This request is for the following unit/section:

5.  It is understood that DCMO must be contacted at least 24 hours prior to the STU III being rekeyed, the STU III must be in working order and the Master/User CIKs (KSD-64a) maintained under key control procedures.  If the STU III must be rekey earlier, authorization must be granted by calling 287-2931/0790.

6.  POC is (name and phone number).




Unit Commander’s

Signature Block

1. Reference:  USACCSLA (SELCL-ID-P3) message, date time group 142119Z May 97, Subject: Handling and Destruction Procedures for Canister Bar-code Label.

2.  Per the above message, NSA’s Office of Protective Technologies is producing a bar-code label to be used on the new key tape canisters.

3.  The new bar-code labels applied to the key tape canisters is UNCLASSIFIED.  Prior to the user using the canister the bar-coded label must be removed.  The area beneath the removed label must be inspected for evidence of tampering.  

4.  Prior to destroying any canister, the bar-coded label on the canister must be removed and the area beneath the removed label must be inspected before the canister is destroyed.

5.  The removed label(s) will be applied to a piece of plain paper.  The paper with the bar-code label(s) attached will be stored and destroyed by an approved method (i.e. shredder or burning).  

6.  Once the canister is emptied of all segments, the canister will be smashed  and inspected for extra segments.  The smashed canister(s) will be disposed of as hard trash.  For detailed instructions on destruction of Key Tape Canisters see TB 380-41, Chapter 4, paragraph 4.22.2.e., on page 4-75.

(SAFETY NOTICE:  WHEN SMASHING KEY TAPE CANISTER, PLACE CANISTER IN PROTECTIVE BAG TO PREVENT BROKEN FRAGMENTS FROM CAUSING EYE INJURY.)

FOR OFFICIAL USE ONLY

SECTION IV: E.-1
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